NudopmanuoHHas NnaMATKA IS 00y4aOMIUXCS AJI Pa3MelleHusl Ha
opunnanbHbix UHTEpHET-pEcypcax

C KaXXJIbIM I'OAO0M MOJIOJACKHU B UHTCPHCTC CTAHOBUTBLCA 60JIBHIG, a IMIKOJIbHUKHN
OJHH N3 CaMbIX aKTUBHBIX MOJIb30BaTEICH PYHGTa. MG)KI[y TCM, IIOMHMO
OTPOMHOI'O KOJINYICCTBA BO3MO>KHOCT€I>1, HHTCPHCT HCCCT U HpO6HeMI>I. OTta
IHaMsTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOINUTLCA B CCTH.

KomMribroTepHbie BUPYChI

KoMIbroTepHbIii BUPYC - 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTIMYUTEIBHON 0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K PA3MHOXKEHUIO.
B nonosHeHne K 3ToMy, BUPYCBI MOTYT IOBPEIUTD WJIU TIOJHOCTBIO YHUYTOXHUTh
Bce (hailiibl ¥ JTaHHBIE, TIOJKOHTPOJIbHBIE MT0JIb30BATEIN0, OT UMEHU KOTOPOIo Oblia
3amyIlIeHa 3apaXxXEHHas IporpaMMa, a TaKkKe MOBPEAUTD WM JAKE YHUUTOKUTH
OIEpallMOHHYIO CUCTEMY CO BceMH (paitsiamMu B 1iesioM. B 00IbIIMHCTBE Ciy4yaeB
PaCIPOCTPAHSIOTCS BUPYCHI U€pE3 UHTEPHET.

MCTOI[BI 3aIlIUTBI OT BpECAOHOCHBIX ITPOIrpaMM:

l. HCHOHBSYI?I COBPCMCHHBIC OIICPAIMOHHBIC CUCTCMbI, UMCIOIITHC CGpBéBHBIﬁ
YPOBCHDB 3alIUTHLI OT BPCAOHOCHBIX IIPOrpaMMm;

2. IlocTtosiHHO ycTaHaBIMBal nadyTH (UGPOBbIE 3aIUIaTKH, KOTOPHIE
ABTOMATUYECKH YCTAHABIMBAIOTCS C IEIBI0 JOPAOTKH MPOTPAMMBI) U APYTHE
OOHOBJICHUS CBOEH OmnepaluoHHON cucTeMbl. CkaunBai UX TOJBKO C
oduimansHoro caira pazpadorunka OC. Ecnu cyiecTByeT pexxum
aBTOMATUYECKOTO OOHOBIICHUS, BKIIOYH €T0;

3. PaboTail Ha cBOeM KOMIBIOTEPE O] TpaBaMu IMOJIb30BATENS, a HE
aJIMUHUCTpATOpPa. DTO HE MO3BOJIUT OOJBIIUHCTBY BPEJOHOCHBIX IPOrpaMM
WHCTAJUINPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Vicnonp3yii aHTUBHPYCHBIC TPOTPAMMHBIC TIPOAYKTHI H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnionb3yil BHEIIHUE HOCUTENU MHPOPMAIIMH, TAKUE KaK (uielKa, TUCK WU
(aiin u3 uHTEpHETAa, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

7. He oTKpbIBail KOMIIBIOTEpHBIE (Pailiibl, MOJYyYEHHbBIE U3 HEHAIEKHBIX
HUCTOYHUKOB. J{axke Te (paitibl, KOTOphIE MPUCIIATl TBOM 3HAKOMBIN. JIyuliie yTouHH
y HEro, OTIIPaBJIsI JIU OH TeOe uX.



Cetun WI-FI

Wi-Fi - 5T0 He BUI Iepeiaun JTaHHBIX, He TEXHOJIOTHS, & BCETO JIUIITL OpeH/I,
Mapka. Emie B 1991 roay Hunepnanjackasi KOMIIaHUs 3aperucTpupoBaia OpeHa
«WECAY, uto o603Hauano cnoBocouetanue « Wireless Fidelity», koTopbiit
MIEPEBOUTCS KaK «OeCrpoBOAHASI TOYHOCTHY.

Jlo Hailero BpeMeHH Joliia Apyras ab0peBuaTypa, KoTopas SBISIETCS TaKOM ke
TexHoJoruen. 9to abbpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO 1aHO C HAMEKOM
Ha CTaHJIapT BhICIINI 3ByKOBOM TexHUKH Hi-Fi, uto B mepeBoie o3HavyaeT
«BBICOKAsI TOYHOCTH.

Jla, OecriiaTHBIM MHTEPHET-A0CTYN B Kae, OTENSIX U adpoIopTax sSBIsSETCS
OTJINYHOM BO3MO>KHOCTBIO BbIXOJa B MHTEpHET. HO MHOTHE SKCIEPTHI CUUTAIOT,
yTo olmenoctynusie Wi-Fi ceTu He aBist0TCS O€30MaCHBIMU.

CoBeTsl 10 0€30MacHOCTH paboTe B 00IENOCTYHBIX ceTax Wi-fi:

1. He mepenagaii cBoto uuHyto nHpopMaiuio yepes oomenoctynusie Wi-Fi ceTn.
PaGoTas B HUX, *enaTebHO HE BBOAUTH MApOJIH IOCTYTA, JOTUHBI U KAKHE-TO
HOMEDA;

2. Ucnionb3yit 1 OOHOBJISIH aHTUBUPYCHBIE TPOTpaMMBbI U OpaHaMayep. TeM caMbiM
ThI 00€30MacHuIITb ce0s OT 3aKaYKW BUpPYyca Ha TBOE YCTPONCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkimoun pyukmuto «O06muii qoctyn k daitnam u
npuHTepam». J[anHas QyHKIMS 3aKphITA [0 YMOIYAHHIO, OJTHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBA MCIIOJIb30BaHUs B paboTe mwin yuede;

4. He ucnionw3yit myonuunsiii WI-FI nis nepenayun TMUHBIX JaHHBIX, HATPUMED
JUISL BBIXOJ1a B COLMAJIBHBIE CETU WA B JJIEKTPOHHYIO MTOYTY;

5. Nnonp3yii Tonbko 3amuiennoe coegunenue uepe3 HTTPS, a ue HTTP, t.e.
pu Habope BeO-ampeca BBOAN UMEHHO «https://»;

6. B MmoOuibHOM Tenedone otkimtoun GyHkiuio «[loakmouenue k Wi-Fi
aBTOMaTh4ecKm». He nomyckan aBTOMaTUYECKOrO MOAKIOYEHNs YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

CorimanapHbIe CETU

CornuanabHbIe CETH aKTHBHO BXOJISIT B HAITY KU3Hb, MHOTHE JIFOH Pa0OTAIOT U
YKUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apernctpupoBan Musinap1 4eJI0BeK,
qTO SIBJIAETCS OOHOM CEIbMOM BCEX KUTEJEHN TUIaHETHl. MHOT'ME TOJIL30BATEIN HE



IIOHMMAIOT, 4YTO I/IH(l)OpMaLII/IH, pasMCIICHHAs MU B COOMNAJIbHBIX CETAX, MOKCT
OBITH HaﬁHCHa " UCIIOJIb30BAHA KEM YI'OJHO, B TOM YHCJIC HC 00513aTENBHO C
OnaruMu HaMCPCHUAMMU.

OcHOBHBIE COBETHI 0 0€30IaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpanuub cucoK apy3eil. Y Te0s B Apy3bsiX HE JOJKHO OBITh CIIy4allHBIX U
HE3HAKOMBIX JIFO/IEH;

2. 3ammImaii CBOXO YacTHYIO )XU3Hb. He yka3piBail mapomnm, TenedoHsl, aapeca,
JaTy TBOETO POXKIICHUS U APYTYIO JINYHYIO HH(DOpMAIUIO. 3II0yMBIIIIICHHUKA
MOTYT UCIIOJIb30BaTh 1a’ke MH(OPMAIUIO O TOM, KaK Thl U TBOU POAUTEIN
IJIAHUPYETE MPOBECTU KAHUKYJIbI;

3. 3amminai cBOr0 penyTaluio - IEPKHU €€ B YUCTOTE U 3a7aBail cebe Bompoc:
X0TeJ Obl Thl, YTOOBI PYTUE TOJI30BATENIN BUJIETH, UTO Thl 3arpy>Kaemib?
[Togymaii, mpeskJie 4eM 4TO-TO ONMyOJUKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHIIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIH, HE UCIIOIb3YH CBOE
peasbHOE UMsI M IPYTYIO JIMYHYIO HH(OPMAIIUU: UMSI, MECTO KUTEIIbCTBA, MECTO
y4eObl U poYee;

5. N36eraii pazmenienus hortorpaduii B UnTepHeTe, rae Thl N300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIOJIOKECHHE;

6. [Ipu peructparuu B COUAIBLHON CETH HEOOXOIMMO UCTIOJIb30BaTh CIIOKHBIC
MapoJIu, COCTOSIINE U3 OYKB U ITUGP U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. 711 cOnManbHOM CeTH, TTOYTHI U APYTUX CAHTOB HEOOXOIMMO UCIOJIb30BaTh
pasnblie naposu. Torna ecau Te0st B3IOMAIOT, TO 3JI0YMBIITUICHHUKHY TOJIy4aT
JIOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIC JICHBI'U

DNeKTpOHHBIC JEHBI'M — 3TO OYEHb YAOOHBIN CIOCO0 MIaTex e, 0JHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJYYNUTh 3TH JCHBIH.

9J'I€KTpOHHBIC JCHBI'U IIOABUJIMCH COBCEM HE€AABHO U KMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyaapCTBax J0 CUX ITOP HC MPOITMCAHO IIPO HUX B 3dKOHAX.

B Poccun e onr pyHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TIe UX
pa3neIsAoT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3Huna B ToM,
YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MpOBOJUTH ONepanuu 6e3



I/II[eHTI/I(l)I/IKaHI/II/I II0JBb30BaTCJIsA, a B HCAHOHUMHBIX I/II[GHTI/I(I)I/IKaHI/II/I IIOJB30BATCIIA
SIBJISIETCS 00s3aTEIILHOM.

Taxxe crnemyeT pa3nudarh IEKTPOHHbIC (UATHBIC JCHBIU (PAaBHBI
roCy/1IapCTBEHHBIM BaJIOTaM) U AJIEKTPOHHbBIE HEQPUATHBIE IEHBIH (HE PaBHbI
rOCy/1apCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 10 0€301IacHOM pa60Te C DJICKTPOHHBIMHU JACHBI'aMU:

1. ITpuBsiku K cueTy MOOUIIBHBIN TeneoH. DTO caMblii y10OHBIN U OBICTPBIN
crioco0 BOCCTAaHOBUTH JAOCTYTI K cueTy. [IpuBsi3anubiii TeneoH MOMOXKET, ecliu
3a0y/elb CBOU TUIATeKHBIN apoJIb WU 3ai/IelIb Ha CAlT C HE3HAKOMOT'O
YCTPOMCTBA;

2. Ucnionb3yit oqHOpa3oBsie mapoid. [loce nepexoa Ha YCUIICHHYTO
aBTOpU3AIUIO TeOe yKe He OYJIeT yrpoKaTh OMAaCHOCTh KPAKU WJTH TIepexBaTa
MJIATEXKHOTO MaAPOJIs;

3. Beibepu cioxHblIi naposs. [IpecTtynHukaM OyeT He MPOCTO yraaTh CIOKHBIN
naposb. Hagexxnsle napoiaum — 3To MapoJiv, KOTOPBIE COJEPKAT HE MEHEE § 3HAKOB
Y BKJIIOYAIOT B €05l CTPOYHBIE U MPONUCHBIE OYKBbI, HU(PBI U HECKOJIBKO
CUMBOJIOB, TaKH€ KaK 3HaK JoJi1apa, (PyHTa, BOCKIMIATENbHBINA 3HAK U T.II.
Hanpumep, StROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIEIIb.
DJNeKTpOHHAs TOHTA

DJIEKTPOHHAS TTOYTa — 3TO TEXHOJIOTHS U IIPEAOCTABIISIEMbIC €10 YCIYTH 110
MIEPEChUIKE U MTOJTYUYCHHIO AJICKTPOHHBIX COOOIICHUM, KOTOPBIC paclpeesatoTCs B
KOMITbIOTEpHOU ceTh. OOBIYHO AJICKTPOHHBIM MMOYTOBBIN SITHUK BBITIISIAT
CJICAYIOIIMM 00pa30oM: UMS_TOJIb30BaTENA(@UMs_JoMeHa. Takke Kpome mepeaadn
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh TIepe1aBaTh (haJibl.

OCHOBHBIE COBETHI 110 OE30ITaCHOM pabOTe C JIIEKTPOHHOM MOUYTOM:

1. Hamo BeIOpaTh MpaBWIIbHBIN TTOYTOBLIN cepBHC. B MHTEpHETE €CTh OTPOMHBIIM
BbIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYYIlIEe JOBEPSATH TEM, KOT'O
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3piBaii B 1MuHOM TouTe TMuHyI0 nH(popmaruto. Hampumep, mydire
BBIOpATh «MY3bIKaJIbHBIN _(panaT@» uim «pok2013» BmecTo «Ttemall3y;



3. Hcnonb3yil AByX3TaHYIO aBTOPU3AIMIO. DTO KOT/1a IOMUMO MapoJsi Hy>KHO
BBOJUTH KO, IPUChUIaeMbIid 0 SMS;

4. BeiOepu COXHBIN Maposib. st KaXI0T0 MOYTOBOTO SIIHKA TOJKEH OBITh CBOM
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Ecnn ecTb BO3MOXKHOCTD HalMcaTh CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIb3YH
3TY BO3MOKHOCTb;

6. Mcrionb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil 111 YaCTHOW MEPENUCKH C
azpecaTaMu, KOTOPBIM Thl JOBEPSEIb. DTO SJIEKTPOHHBIN aJIpec HE HAJO
UCIIOJIb30BaTh IPU PETUCTPALUU Ha POpyMax U caiTax;

7. He oTkpsiBait (haiisibl U Apyrue BIOKEHUS B MUChMaX Ja)Xe €CJIM OHU MPUIILITA
OT TBOUX Jipy3el. Jlydilie yTouHU y HUX, OTIPABIISLIN JIM OHU TeOe 3TU (aiiiibl;

8. Ilocne okoHYaHUs pabOTHI HA MIOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKIIAIKH C
caiToM He 3a0y/]b HAKaTh Ha « BBIATHY.

KubepOyuiiHT Wiin BUPTYalbHOE U3EBATEIbCTBO

KubepOymHr — mnpeciieioBaHue COOOIIEHUSIMU, COACPKAIUMU OCKOPOJICHUSI,
arpeccuio, 3ayruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHNE C TIOMOIIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 60ii. JIydiuii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CITU
HET TOT0, K KOMY MOXXHO OOPaTHThCS, TO BHaYaJIe YCIIOKOUThLCA. ECii Thl HauHeb
OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIHKO €Ile OOJIbIIE Pa30kKKEIb
KOH(JIUKT;

2. Yupasnsii cBoei kuOeppenyTauuei;

3. AHOHUMHOCTbH B ceTH MHUMas1. CylIeCTBYIOT CIOCOOBI BBIAICHUTD, KTO CTOMUT 32
AHOHUMHBIM AKKAYHTOM;

4. He ctouT BecTH XyJTUTAaHCKUN 00pa3 BUPTyanbHOU Ku3HHU. HTEpHET
(buKCUpYyeT BCE TBOM ICUCTBUS U COXPAHSIET UX. Y IAJIUTh UX OyAeT KpailHe
3aTPYyIHUTEIIBHO;

5. Cobmroait CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHngHbIN HeTaTUB. OTHOPA30BbIE OCKOPOUTEIHHBIE COOOIIECHUS
Jqy4uie UrHopupoBath. OOBIUHO arpeccus MpeKpaliaeTcsi Ha Ha4yaabHOU CTauu;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B
COLIMAJTIBHBIX CETAX €CTh BOZMOKHOCThH OJIOKMPOBKH OTIPABKH COOOIICHUIA C
OTIPE/ICTICHHBIX aJIPECOB;

8. Eciu ThI cBUeTENb KNOEPOYIIMHTa. TBOU AEHCTBUSA: BHICTYIUTH IPOTUB
npeciieIoBaTes, MoKa3aTh EMy, YTO €r0 JICUCTBUS OLICHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh KEPTBY, KOTOPOU HYKHA TICUXOJIOTHYECKask MOMOIIb, COOOUTUTh
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemeHHbIe cMapT(HOHBI U TJIAHIIETHI COJIePkKaT B ce0e BIOJIHE B3POCIIBIN
(GbyHKITMOHAJ, ¥ TETIEPh OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMH
KoMmmbioTepamMu. OgHAKO, CPEACTB 3aIUTHI JIJIs TOJOOHBIX YCTPONUCTB MOKA OYCHD
MaJio. TecTUpOBaHKE U MTOMCK YS3BUMOCTEN B HUX MTPOUCXOAUT HE TAK
WHTEHCUBHO, Kak Jis 11K, To e caMoe kacaeTcs U MOOUIIbHBIX MPUIIOKEHUMN.

CoBpeMeHHbIe MOOUJIbHBIE Opay3ephl yKe MPAaKTUYECKH JIOTHAJIM HACTOJIbHbBIE
aHaJoru, OJHAKO pacuiupeHue pyHKIMOHaIa BIEYET 32 CO00I OOJBIIYIO
CJIOKHOCTh M MEHBIIIYIO 3aIUIIEHHOCTb.

I[aJ'ICKO HC BCC IIPOU3BOJUTECIIN BBIITYCKAIOT O6HOBJ’I€HI/I}I, 3aKPbIBAIOIHEC
KPUTHYICCKUE YA3BUMOCTHU IAJIsI CBOUX yCTpOfICTB.

OCHOBHBIE COBETHI JIjIs1 O€30MTaCHOCTH MOOUIILHOTO TelieoHa:

1. Huuero He siBnsieTcs Mo-HACTOSIIIEMY OeCIUTaTHBIM. by 0ocTOpOIKeH, Beb
Koria Te0e mpenararoT OecriaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUTATHBIE YCITYTH;

2. Qymaii, npexzae ueM oTnpaBuTh SMS, dhoTo unu Buaeo. Thl TOYHO 3HACIIID, TIE
OHM OYJyT B KOHEUHOM UTOTE?

3. Heo0xoaumo 0OHOBIISTH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
4. Ucnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JJIsl MOOMIIBHBIX TeJIe(hOHOB,;

5. He 3arpy»xait IpuJIOKEHNUS OT HEU3BECTHOTO UCTOYHHUKA, BEJIb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECTICUeHUE;

6. ITocne TOro Kak Thl BBIWCIID C CaiiTa, IJie BBOAMII JTHYHYIO HH(POPMAIIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

7. Ilepuonnuecku MpoBepsii KaKUe MIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEpE;



8. JlaBaii cBOi1 HOMEp MOOMIILHOTO TeJe(OHA TOJIBKO JIIOASIM, KOTOPBIX Thl 3HACIIb
¥ KOMY JTOBEpsICIlIb;

9. Bluetooth momkeH ObITh BBIKITIOUEH, KOT/Ia Thl UM HE MOJb3yenibes. He 3a0biBait
WHOI'Ia IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUCHUS,
00BEIUHAIONINE COTHHU THICAY YEIOBEK 10 BceMy Mupy. Mrpoku uccneayior
JAHHBIN UM MHpP, OOLIAIOTCS IPYT C IPYTrOM, BBINOJIHSIOT 3aJaHHS, CPAKAIOTCA C
MOHCTPaMH U MOJYYAIOT ONBIT. 38 YAOBOJBCTBUE OHU IIJIATAT: MOKYIAKOT JUCK,
OIJIAYMBAIOT A0OHEMEHT WJIH IPUOOPETAIOT KAKUE-TO OILUU.

Bce 3Tu cpenctBa uAyT Ha MOAJEPAKAHUE U PA3BUTUE UTPBI, & TAKKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPU3AINH, BBIITYCKAIOTCSI HOBBIE
naT4yu (Hu@poBbIe 3aIIaTKU JUIsl IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mo106HBIX UTpax CTOMUT OIacaThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kd TBOETO apoJisg, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPH3AIlUU OOJIBIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTaA:

1. Ecniu ngpyroit urpok BeaeT ceds II0X0 WU cOo3/1aeT Te0e HePUITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,;

2. Ioxainy¥ica aiMUHUCTPATOPAM UTPHI HAa TJI0X0E MOBEIECHHUE 3TOI0 UTPOKA,
YKEJIATEJIbHO IIPUJIOKUTH KaKME-TO 10KA3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3bIBail TnuHy0 HHGOpMALIMIO B Ipodaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBait HeopuimaabHble TaTYH U MOJIBI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE MapOJIH;

7. Jlaxxke BO Bpemsl UTPbI HE CTOUT OTKJIOYATh aHTUBUPYC. [I0Ka ThI urpaemub, TBON
KOMITBIOTEpP MOTYT 3apa3uTh.

OUImUHT 1IN KpaXxa JIMYHBIX JaHHbIX

OOBIYHOM KpaXkel JICHET U JIOKYMEHTOB CEroJIHsI Y’K€ HUKOTO HE YAUBUIIIb, HO C
Pa3BUTUEM HHTEPHET-TEXHOJIOTUN 3JI0YMBIIUICHHUKHN IEPEMECTUIINCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMATHCS <JTFOOMMBIMY JICIIOM.



Tak mosiBIIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIIIMHT, TJIaBHAS
IIEJIb KOTOPOTO COCTOUT B TIOJyUYE€HUU KOHPHUICHIINATBHBIX TAaHHBIX
M0JIb30BaTeNIe — JIOTMHOB W Maposield. Ha anrnmiickoM si3bike phishing unraercs
kak ummHr (0T fishing — prIOHas J10BIIA, password — mapoJib).

OcHOBHBIE COBETHI IO 0OPHOE C (PUITUHTOM:

1. Cnienu 3a cBouM akkayHTOM. Eciu Thl oj103peBaetiib, YTO TBOSI aHKETa Obliia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPaAM
pecypca 00 3TOM KaK MOYKHO CKOPEe;

2. HCHOHLSYI?I Oc3omacHbIe B€6-CaﬁTBI, B TOM 49HUCJIC, UHTCPHCT-MAara3nHOB U
ITIOUCKOBBIX CUCTCM,

3. Ucnionb3yii croskHbIe U pa3Hble maposu. Takum o0pa3om, eciid Te0s B3JIIOMAloT,
TO 3JI0YMBIIIJIEHHUKH MOJTYy4YaT JOCTYH TOJIbKO K OJHOMY TBOEMY NMPOGUIIO B CETH,
a HE KO BCEM;

4. Eciin Te0s B3JIOMAJId, TO HGO6XOI[I/IMO MpcaAynpcauTb BCCX CBOUX 3HAKOMBIX,
KOTOPLBIC I[O6aBJIeHI>I y TeOS B APY3biAX, O TOM, 4TO TeOs B3JIOMaIU H, BOBMOXKHO,
OT TBOCTO UMCHH 6y,[[eT pacCelIaThbCA CllaM U CCBIIIKH Ha (bHHIHHF OBLIC CaI>'ITBI;

5. YcranoBu Haaexubii napois (PIN) Ha MOOWIBHBIN Tene(OH;
6. OTKIIIOYM COXpaHEHHUe MapoJisi B Opaysepe;

7. He oTKpbIBail (pailsibl U ApyTrUe BIOKEHUS B TUChMaX JaXKe €CIIM OHU MPUIILIN
OT TBOMX Jipy3ei. Jlydlle yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (Dailsibl.

[Mudposas penyrauus

[udpoas penyTtaius - ’TO HEraTUBHAS WJIK MIO3UTUBHASI HH(POpMAIIHS B CETH O
tebe. KomnpomeTupyromias nnpopmaiius pa3MeieHHasi B UHTEPHETE MOXKET
CEpBhE3HBIM 00pPa30M OTPA3UThCS HA TBOEH peasibHOM )u3HU. «l{udposas
penyTanus» - 3TO TBOM UMUK, KOTOPBIN (hopMupyeTcst u3 nuapopmaiuu o Tede B
UHTEpHETE.

TBOE MECTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH
XapakTepa U paccKasbpl 0 OJIM3KHUX - BCE 3TO HAKAILJIMBACTCS B CCTH.

MHorue noapoCTKU JErKOMBICIIEHHO OTHOCSITCS K IMMyOJIMKAUU JTUYHON
uHpopmaruu B IHTEepHETE, HE TOHUMAsi BOBMOYKHBIX MOCIENCTBUMA. ThI naXke HEe
CMOXKEIIb IOTafaThCs O TOM, 4TO oTorpadusi, pa3MelieHHas 5 et Ha3aj, cTrajia
NPUYUHON OTKAa3a MPUHATH TeOs Ha padoTy.



KommenTapuu, pa3menienue TBoux Gororpaduii u qpyrue JeiMcTBUs MOTYT HeE
MCYE3HYTh AK€ MIOCIIE TOTO, KaK Thl UX YAAIHIIB. ThI HE 3HACIIb, KTO COXPaHUII
3Ty UH(GOpPMAIHIO, TI0T1aja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHWJIACh JIU OHA, a
IJIABHOE: YTO MOAYMAIOT O TeOE OKpYXKaIoUIee JIF0 1, KOTOpbIe HAWIYT U YBUJIAT
3T10. Haiftn nadopmaiinio MHOTO JIET CITCTSI CMOKET JIF000# - Kak U3 J0OphIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUUHUHHUTH Bpe. DTO MOXKET ObITh KTO
YTOIHO.

OCHOBHBIE COBETHI I10 3aIIKUTe IUGPOBOI permyTaluu:

1. [Toxymaii, mpexe 4em 4To-To MyOJMKOBATh U MepeiaBaTh y ceOs B Oyiore Uiiu B
COIIMAJIbHOM CETH;

2. B nHacTpoiikax mpoduiis yCTaHOBU OTpaHUYEHUS HA POCMOTP TBOETO Mpoduis
U €r0 COJIEPKUMOTr0, CIeNall €ro TOJIBKO «IJI IpYy3€ily;

3. He pa3mermnaii 1 He yka3biBaii H”HGOPMAIIHIO, KOTOPasi MOXKET KOTO-TTH00
OCKOPOJIATH WJIH OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE MIKOJbHUKN- AKTUBHBIE MOJB30BATENN IU(DPOBOTO MPOCTPAHCTBRA.
OpHako maneko He BCE 3HAIOT, YTO MOJb30BaHME MHOTUMU BO3MOXKHOCTSIMU
1udpoBOro Mupa TpedyeT CoOIIOICHUS PAaB Ha UHTEJUICKTYaIbHYIO
COOCTBEHHOCTb.

TepMuH «MHTEJIEKTyalIbHast COOCTBEHHOCTH» OTHOCUTCS K Pa3InYHbIM
TBOPEHUSM YEJIOBEYECKOTO yMa, HAUMHAas C HOBBIX M300PETEHUI U 3HAKOB,
0003HavyaroIMX COOCTBEHHOCTh HA IPOAYKTHI U YCIYTH , U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KHHOQUIBMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE IpaBa - 3TO MIpaBa Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBI U HCKYCCTBA. ABTOPCKHE MpaBa BbICTYHAIOT B
KaueCTBE rapaHTHH TOTO, YTO MHTEJUIEKTYaJbHBII/TBOPUECKUI TPy aBTOpa HE
OyJeT HampacHbIM, AACT €My CIIpaBeJIMBbIe BO3MOKHOCTH 3apaboTaTh Ha
pe3yJpTaTax CBOEro Tpy/ia, MOJYyYUTh U3BECTHOCTDh U Npu3Hanue. Hukro 0e3
pa3pelIeHns aBTOpa HE MOXKET BOCIPOU3BOAUTE €r0 IIPOU3BEICHHUE,
pacnpocTpaHsTh, MyOJUYHO AEMOHCTPUPOBATDH, IPOAABaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOIMYHO UCHIOJIHATD, TOKA3bIBATH/UCIIOJIHATD B 3(pupe nim
pasMerars B IHTEepHeTE.

Hcnonb3oBaHue «IIHUPATCKOT0» MPOTrpaMMHOTO oOecIieueHUs MOXKET IIPHUBECTH K
MHOTUM pHUCKaM: OT IOTCPU AAHHBIX K TBOUM aKKayHTaM A0 6J'IOKI/Ip0BKI/I TBOCTO



YCTPOMCTBA, I/IE YCTAHOBJICHHBIN HE JIeTallbHas nmporpamma. He crout takxke
3a0bIBaTh, YTO CYIIECTBYET JIETaJbHbIE U OECIJIaTHBIE IPOTrPaMMbl, KOTOPbIE
MOYHO HaliTH B CETH.

O nopraine

CeTeBUYOK.p( - TBOU IIIaBHBIN COBETUHK B CETH. 37€Ch ThI MOXKEIIh Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM U JIOCTYIHBIM SI3bIKOM, a ITPU BO3HUKHOBEHUH
KPUTUYECKON CUTYyallMl OOpAaTUTHCS 32 COBETOM. A Tak)Ke MPUHSATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



